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1 Introduction 4.2
The General Terms and Conditions (GTC) govern
the use of mySympany (app and web portal) by the

insured person.

The insured person must change this pass-
word when he or she first logs in on one of
the customer portals. We recommend that
insured persons change their password on a
regular basis.

mySympany offers insured persons various ser-

vices, such as submitting receipts, receiving doc- 4.3
uments, making changes, writing messages, etc.

These GTC govern the contractual relationship

between the insured person and Sympany (Vivao

The insured person must successfully log in
if he or she wishes to access his or her data
via mySympany.

Sympany AG and Sympany Versicherungen AG) 4.4 Sympany is entitled to change the means and
relating to the use of mySympany. process of authorising individuals at any time.
2 Right of access 5 5 Authorising family members
21  Access to mySympany is generally available 51 Inthe case of family policies (several fam-
to all insured persons over the age of 18. ily members on one policy), access to
However, Sympany is free to decide whether mySympany shall generally be assigned to
to conclude a user agreement. There is to be the customer number of the person listed in
no entitlement to access mySympany. Sympany’s main system as the ‘main policy-
holder’.
2.2 The user agreement enters into force when
Sympany issues the insured person a login The main policyholder acts generally on his
password for mySympany. The insured or her own behalf and on the behalf of his
person acknowledges that he or she under- or her family members. When setting up the
stands and agrees that Sympany cannot account, the main policyholder and his or her
control who receives and uses this initial family members confirm on behalf of them-
password. The insured person alone is re- selves and any children under the age of 18
sponsible for supervising the receipt and use as their legal representative that the main
of this initial password. policyholder is entitled to represent the fam-
ily members with regard to this user agree-
2.3  If other family members are insured under ment. The main policyholder is authorised to
the customer number assigned to the insured view the data (e.g. data relating to health) of
person, the provisions under Clause 5 apply. the family members and to handle this data
in the name and on behalf of the family mem-
2.4 Users accept the GTC when they first access bers during the term of the agreement. All
one of the customer portals. family members can access mySympany by
using the customer number and password.
3 Technical access

Technical access is gained via the Internet and via 5.2
the insured person’s chosen Internet provider. The
insured person must have a web browser and/or a

web browser version installed that is supported by
Sympany. If a web browser version is used which
Sympany does not support or no longer supports,

the insured person may potentially not or only par-

tially be able to use mySympany. It is at Sympany’s
discretion to decide which web browsers and/or

web browser versions are supported.
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Authorisation of individuals

The policyholder will receive an initial pass-

word by post after taking out an insurance 5.3
policy (new customers) or after registering

(existing customers). The insured person can
access mySympany for the first time with this
password and his or her customer number.
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In addition to access via the main policy-
holder, adult family members have the
option of setting up their own access to
mySympany with limited functions. The main
policyholder’s access to the comprehensive
mySympany portal, as described in section
5.1 above, remains unaffected. The use of
the limited mySympany portal is governed
by the same provisions as described here.
The offered functions and services may vary.
Sympany reserves the right to adjust the
functions and services at any time.

Sympany considers whoever is authorised in
the way described above to be entitled to use
mySympany and the services available there.



5.4 A family member can withdraw his consent
for his or her data to be viewed at any time
by telephone, in writing or via the custom-
er portals. Sympany will then separate that
person from the family in its main system.
This means that separate invoices etc. will
be issued in future. If the family member
withdrawing from the family in Sympany’s
system wishes to have personal access to
mySympany, he or she must conclude a new
user agreement for himself or herself.

5.5 New family members can be added at any
time.

6 Costs
Concluding this user agreement and using
mySympany are free of charge.

7 Correspondence

The policyholder receives documents electronically
in the mySympany inbox and no longer receives
documents by post, provided that they have either
agreed to this in their insurance application, reg-
istered with mySympany after signing their insur-
ance application or selected the relevant option

in mySympany. This excludes documents which
must be sent by post for legal or technical reasons.
The policyholder is responsible for taking note of
policies, premium invoices, payment reminders,
reminders, benefit statements and cost overviews
for tax returns and other purposes and for comply-
ing with their financial responsibilities to Sympany.
The restricted access according to point 5.2 has no
impact on the settings described here. The settings
in the mySympany portal of the main policyholder
remain authoritative.

8 Due diligence of the insured person(s)

81 Theinsured person(s) must treat the login
details as confidential and take measures to
prevent any improper use by unauthorised
persons. In particular, passwords must not be
written down or stored on an unsecure elec-
tronic device. The insured person is responsi-
ble for any consequences resulting from the
unauthorised use of the login details.

8.2 Ifitis suspected that unauthorised persons
have obtained the login details, the insured
person must change the password imme-
diately and contact Customer Services on
+41 58 262 42 00 to request that Sympany
block access to mySympany. The same ap-
plies if the insured person loses the device
he or she has used to log into mySympany.
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8.3 Theinsured person is obliged to check his or
her documents in mySympany on a regular
basis.

8.4 Theinsured person must save any chang-
es of residential address, e-mail address or
bank account details and any other personal
data to mySympany immediately. Correspon-
dence from Sympany is sent to the residen-
tial address or e-mail address recorded in the
system in accordance with the law.

8.5 Iftheinsured person downloads documents
from mySympany to an electronic device,
he or she must ensure that they are secure.
As soon as a document leaves the secure
domain of mySympany, Sympany is no longer
responsible for keeping it secure.

9 Security information

mySympany is accessed via the Internet. Although
data is shared between Sympany and the insured
person via an encryption protocol, senders and re-
cipients are not encrypted. It is therefore possible
to trace whom an Internet user has contacted and
when. Even if the security measures on the device
are up to date, total security can never be guaran-
teed. The insured person is asked to take particu-
lar note of the following risks involved in using
mySympany: It is easier for unauthorised persons
to access customer data if the insured person does
not know enough about the system or his or her
device does not have adequate security measures.
The risk of a third party gaining access to the in-
sured person’s device unnoticed while he or she is
using mySympany cannot be ruled out. The insured
person is therefore obliged to protect his or her
device by installing up-to-date security programs.
We also recommend that insured persons do not
use mySympany when connected to a public Wi-Fi
network. Data is transferred between Sympany and
the insured person via a network that anyone can
access. Data may be transferred abroad without
being controlled, even if the sender and the recipi-
ent are in Switzerland.
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10  Responsibility

10.1  Sympany assumes no liability for the accu-
racy and completeness of information and
data available on mySympany. Furthermore,
Sympany assumes no liability for damages
suffered by the insured person arising from
technical defects, delays, interruptions to
operations or other disruptions when trans-
ferring and/or processing data (including dis-
ruptions relating to the network operator).
Sympany is in no way liable for indirect dam-
ages and consequential damages, in particu-
lar loss of earnings, damages resulting from
downloads or damages to reputation.

10.2 The insured person is responsible for tech-

nical access to mySympany. The insured

person must therefore also ensure that the

security technology and software on his

or her device are up to date. In particular,

the insured person is responsible for se-

curely storing documents downloaded from

mySympany on his or her device.

1 Data protection and analysis of web
behaviour

111 The insured person has access to all data
and documents that can be retrieved via
mySympany, including particularly sensitive
personal data. The main policyholder can
also view the details of the minor and adult

family members included in the family policy.

When the family member turns 18, Sympany
will inform him or her that he or she can
withdraw consent for the main policyholder
to view his or her data at any time.

1.2 Detailed information on data protection can
be found at
www.sympany.ch/data-protection.

12  Marketing

Sympany reserves the right to include adverts
for its own or third-party products or links to
third-party websites on mySympany.

13  Blocking access

In the event that security risks are identified,
Sympany reserves the right to temporarily block
access to mySympany in order to protect customer
data. Any instructions issued before this point in
time remain unaffected by this and shall be ful-
filled.
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14  Processing

Sympany determines the processing times for in-
structions. Sympany reviews incoming instructions
and reserves the right to reject entire instructions
or parts there of.

15  Features of mySympany

The features of mySympany depend in part on the
insurance policies concluded with Sympany. Fur-
thermore, not all insurance policies are displayed
in mySympany, which means that some features
are unavailable in certain cases.

16  Changes to the terms and conditions and
adjustments to mySympany

16.1 Sympany reserves the right to amend these
GTC at any time. Insured persons are notified
of adjustments in the appropriate way. The
new conditions apply from the time the no-
tification is issued and/or the next time the
insured person uses mySympany.

16.2 Sympany also reserves the right to modify

the features on mySympany at any time.

17  Terminating the user agreement

171 Both the insured person and Sympany may
cancel the user agreement at any time with-
out giving the reasons for doing so and with-
out adhering to a notice period.

17.2 The user agreement ends automatically when

the insurance relationship between the cus-

tomer and Sympany is terminated. Sympany

is entitled to terminate and/or block the in-

sured person’s access to mySympany if it has

not been used for over one year.

18  Further conditions

The General Terms and Conditions of Insurance
and Special Terms and Conditions of individual
insurance products of Sympany shall also apply
where applicable.

19  Jurisdiction and applicable law
This agreement is subject to Swiss law. The place
of jurisdiction is Basel.

20 Interpretation

The German version of these Terms and Conditions
of Insurance is the original. The versions in English,
French and Italian are translations. In case of dis-
crepancies, the German version shall prevail.
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